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Internal Audit Benchmarking Trends in Healthcare

Know where you stand

By Kendalyn Rising, MHA, and Matt Jackson, CHIAP, PMP

Global Internal Audit Standards require that a charter specify the internal audit
function’s organizational position and reporting relationships and describe
administrative reporting responsibilities, such as the process for approving human
resources administration and budgets. Leaders can use benchmarking comparisons
to gauge the alignment of their strategy, structure, responsibilities, and resources.

Protiviti and the Association of Healthcare Internal Auditors Exhibit 1 - Total number of employees
(AHIA) conducted an annual survey on internal audit (1A)
functions, demographics, structures, processes and top 1A Number of Percentage of
D . L Employees Respondents
plan priorities for a wide range of healthcare organizations.
Fewer than 5,000 25%
The results of the 2024 Healthcare Internal Audit Plan °
Priorities Survey can be found in the jointly published 5,000 - 9,999 17%
Navigating Critical Healthcare Areas Through Internal 10,000 - 24,999 30%
Audit. The publication provides insights into the healthcare 25,000 - 49,999 15%
industry’s top IA plan priorities, with a view on how IA
. . . . 50,000 - 74,999 9%
functions can effectively adapt to a continuously evolving
environment. 75,000 - 99,999 1%
100,000 or more 3%

This article provides insights into benchmarking data points
related to healthcare industry IA functions, including aspects

such as size, budget and coordination of activities. Exhibit 2 - Annual revenue

For the past three years, Protiviti and AHIA have partnered to Annual Revenue %deg;%l%?\ tosf
conduct a benchmarking survey to help IA leaders evaluate P
their functions’ capabilities and maturity, identify areas for Less than $500 million 10%
enhancement to boost unit performance, and contribute $500 — 999.99 million 10%
more effechvgly .to the success. of their organizations. $1 - 4.99 billion 439%
A survey consisting of 55 questions was sent to all AHIA
_ - o

members and a variety of other healthcare organizations $5 - 9.99 billion 19%
across the country. Completed surveys were received from $10 - 19.99 billion 6%
a total of 69 organizations, largely comprised of providers $20 billion or more 6%
and payers. See Exhibits 1 and 2 for survey respondents’

pay Xnio! urveyresp Unsure 6%

demographic information.

While the new IIA Standards recommend organizations update their IA charter, most
respondents stated that they have not yet adopted the new model.
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Reporting structure and the audit committee

Half of respondents (50%) indicated that their IA function
reports administratively to either the chief financial officer
(CFO) or chief executive officer (CEO), with another 16%
reporting to the chief compliance officer (CCO) and 15%
to the chief legal officer (CLO). The remaining respondents
(19%) report to other individuals within their organizations,
such as the CEQ of their university (for academic medical
centers), chief operating officer, chief accounting officer,
chief administrative officer, chief risk officer, corporate
controller, president, etc.

Although variability exists in the administrative reporting
structures, most respondents (84%) reported that their

|A function reports functionally to the audit committee

or another committee of the board. This result continues
to reflect the industry’s alignment with what is generally
considered to be the optimal reporting structure to help
support independence and objectivity, allowing the board
to provide direct oversight and help ensure that audit plans
target the organization's most significant risk areas.

Exhibit 3 — Coordination of activities

Additionally, the vast majority of respondents indicated

that their audit committee also has responsibility for and/
or receives reports from functions other than IA, including
compliance (81%), external audit (80%), information security
(74%) and enterprise risk management (ERM) (51%). Each
of these functions is interconnected and contributes to

the organization’s overall risk management and internal
control environment.

Overseeing such areas allows the audit committee to have
a more comprehensive view of risks across the organization,
improves coordination and communication among internal
functions, and when the committee is effective, provides
assurance that controls in high-risk areas like information
security and compliance are functioning effectively.

Institute of Internal Auditors (llA) charter

In March 2024, the Institute of Internal Auditors (llA) issued
an updated model internal audit charter that aims to
enhance organizational governance by facilitating efficient,

IA activities Frequency of coordination with other assurance functions
Soppince | noogy | oo | Quaiy | P sccouning
Audits 62% 68% 34% 11% 71% 5%
Risk assessment 55% 49% 35% 30% 48% 16%
Advisory 45% 41% 32% 26% 38% 13%
Enterprise risk management 36% 23% 20% 14% 46% 4%
et ey | % | e | a% | e ow | o
None 25% 19% 32% 43% 26% 33%
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effective and independent IA departments. While the new
[IA Standards recommend organizations update their 1A
charter accordingly, most respondents (68%) stated that
they have not yet adopted the new model.

Relationship with other functions

Respondents were asked to characterize the degree

of perceived value that their organization places on IA.
Most respondents (61%) reported that their organization
has a high degree of perceived value in IA. Remaining
respondents had a medium (33%), low (4%) or unknown
(2%) level of perceived value in IA.

|A is expected to provide objective assurance with an
independent reporting line to governance. But I1A’s value
can be enhanced via coordination with other organizational
assurance functions such as compliance and privacy,
information technology security, legal, quality, risk
management, and the organization’s public accounting
firm(s) (firms may provide external audit and other services).

Most respondents (58%) indicated that their IA function
does not perform audits on behalf of compliance while

42% noted that IA does perform audits on compliance’s
behalf. In addition to performing audits, IA also coordinates
more broadly with compliance and other functions in

the organizations. Exhibit 3 shows the frequency of
coordination between IA and other assurance functions
by typical IA activity.

Co-sourcing

Co-sourcing with a third-party partner allows IA functions

to leverage specialized knowledge or skill sets that are often
unavailable internally. It can also facilitate knowledge transfer,
enabling internal staff members to learn new methodologies
and best practices, thereby enhancing their capabilities and/
or the overall maturity of the IA function.

Exhibit 4 highlights areas of reported co-sourced IA
coverage. Most frequently, respondents co-source to
conduct information technology (IT) audits (57%). Other
common areas for co-sourcing include financial and
accounting audits (35%), revenue cycle audits (32%),
coding audits (30%) and compliance audits (30%).

Exhibit 4 — Co-sourcing with a strategic partner/third-party vendor

2024
Information technology (IT) audits 57%
Financial & accounting audits 35%
Revenue cycle audits 32%
Coding audits 30%
Compliance audits 30%
Operational audits 26%
Clinical audits 19%
Third-party/joint-venture audits 17%
Do not co-source any audits 29%
Unsure 3%

Most frequently, respondents co-source to conduct information technology audits.
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Exhibit 5 — Annual IA budget/spend by revenue

Annual revenue (billions)

'(?’r?itl}:frix e $0'|:gg or g(()) 9595 $1-%$4.99 | $5-$9.99 | $10-$19.99 | $20 or more Unsure

Greater than $3 3% 15% 50% 75%

$2 to $2.999 10% 15%

$1.5 to $1.999 14% 7% 15% 25%

$1.25 to $1.499 7% 8%

$1 to $1.249 13% 15%

$0.75 to $0.999 30% 8%

$0.5 to $0.749 14% 29% 20%

$0.25 to $0.499 57% 43% 7% 8% 25%

Less than $0.25 29% 14% 50%

Unsure 3% 15% 25% 50%

Survey respondents % 10% 10% 43% 19% 6% 6% 6%
Annual internal audit budget/spend Annual internal audit plan hours and breakouts
Exhibit 5 shows the respondents’ annual 1A budgets relative Exhibit 6 shows the respondents’ annual IA plan hours
to their organization’s annual revenue. relative to their organizations' annual revenue.

Exhibit 6 - Annual IA plan hours by revenue

Annual revenue (billions)
Annual IA plan hours $0'|:gg or gg 9595 $1-%499 | $5-$9.99 | $10-$19.99 | $20 or more Unsure
15,000 or more 10% 22% 75% 50%
10,000 to 14,999 14% 13% 31% 50% 25%
7,500 to 9,999 14% 17%
4,000 to 7,499 29% 40% 31%
2,000 to 3,999 29% 43% 17% 8% 25%
1,000 to 1,999 14% 43% 3% 8% 75%
Fewer than 1,000 14%
Survey respondents % 10% 10% 43% 19% 6% 6% 6%
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Annual IA hours by category
Exhibit 7 shows the percentage of annual non-administrative
IA time budgeted across a variety of categories compared

Exhibit 7 = Annual IA hours by category

to last year. The percentages of time budgeted per
category were allocated similarly across 2023 and 2024.

Mean percentages
2024 2023
Operational audits 20% 22%
Financial & accounting audits 15% 13%
Information technology (IT) audits 15% 16%
Revenue cycle audits 11% 10%
Compliance audits 10% 11%
Consulting/advisory 7% 6%
Special projects (reserve hours) 6% 6%
Clinical audits 4% 4%
Third party/joint venture audits 4% 3%
Investigations 3% 2%
Coding audits 2% 3%
Other 3% 3%
Internal audit function size
Exhibit 8 shows the average IA staff size relative to the
organization’s annual revenue.
Exhibit 8 - |A staff size by revenue
Annual revenue (billions)
Staff size S0d990r | 308 | $1-$499 | $5-$999 | $10-$19.99 | $200rmore | Unsure
20 or more 3% 15% 50% 75%
15-19 14% 3% 8% 25% 25%
10-14 14% 14% 7% 15% 25%
6-9 24% 31% 50%
3-5 14% 14% 50% 23%
1-2 58% 72% 3% 25%
0 or fully outsourced 10% 8% 25%
Survey respondents % 10% 10% 43% 19% 6% 6% 6%
Vol 44, Numper1 Association of Healthcare Internal Auditors New Perspectives 11
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Surprisingly, respondents without a formal IA follow-up process increased from

last year.

Staff development and certification

Staying informed about the latest trends and best practices
in 1A and the healthcare industry is more important than ever,
with certifications and designations serving as pathways for
ongoing professional education. Organizations often find
that providing (or funding) staff members with training or
educational opportunities can lead to increased efficiency
and productivity, improved adherence to ever-changing

compliance and risk management practices, and better
employee retention.

On average, respondents indicated they provide or fund
each staff member with 9 hours per year of internal training,
11 hours of external AHIA training and 14 hours of training
from other external organizations.

Exhibit 9 depicts the average number of staff members with
graduate degrees, professional designations, or certifications.

Exhibit 9 — Staff members with a professional accreditation

Average # of staff
members
Graduate degree 1.99
CPA, CFE, CMA, etc. 1.96
CIA 1.95
CISA, CCSA, CISSP, etc. 1.31
No accreditation 1.11
CHIAP 0.71
CHC, CHPC, CHRC, etc. 0.52
RN, CPC, CCS, CMC, etc. 0.49
CRCR, CHFP, FHFMA, etc. 0.43
CRMA 0.27
Other 0.12
Notes:

CIA - Certified Internal Auditor; CHIAP - Certified Healthcare Internal Audit Professional; CRMA - Certification in Risk

Management Assurance

Financial/Accounting/Fraud certifications: CPA - Certified Public Accountant; CFE - Certified Fraud Examiner; CMA -

Certified Management Accountant

IT certifications: CISA - Certified Information Systems Auditor; CCSA - Check Point Certified Security Administrator;

CISSP - Certified Information Systems Security Professional

Compliance certifications: CHC - Certified in Healthcare Compliance; CHPC - Certified in Healthcare Privacy Compliance;

CHRC - Certified in Healthcare Research Compliance

Clinical certifications (including licensing); RN - Registered Nurse; CPC - Certified Professional Coder; CCS - Certified

Coding Specialist; CMC - Cardiac Medicine Certification

Healthcare revenue cycle certifications: CRCR - Certified Revenue Cycle Representative; CHFP - Certified Healthcare
Financial Professional; FHFMA - Fellow of the Healthcare Financial Management Association
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Audit projects and hours per project
Exhibits 10 and 11 depict the total number of IA projects
across assurance (audit) and advisory (consulting) projects

Exhibit 10 - Number of assurance projects by revenue

relative to the organization’s annual revenue. Similar to last
year’s results, respondents reported that most projects were
assurance (audit) focused.

Annual revenue (billions)
Number of assurance projects | $0.499 or less | $0.5-$0.999 | $1 -$4.99 $5-$9.99 | $10-$19.99 | $20 or more
Fewer than 10 57% 71% 40% 15% 25%
10to 14 29% 14% 20% 31%
15t0 19 17% 15%
20 to 24 7% 23% 25%
2510 29 7% 8% 25%
30 to 34 14% 10% 25% 25%
35 or more 14% 8% 25% 50%
Respondent % 11% 11% 46% 20% 6% 6%

Exhibit 11 — Number of advisory projects by revenue

Annual revenue (billions)

Number of advisory projects $0.499 orless | $0.5-50.999 | $1 -$4.99 $5 - $9.99 $10-$19.99 | $20 or more
Fewer than 10 100% 100% 83% 77% 50% 75%
10to 14 10% 8% 25%
15t0 19 3% 8% 25%

20 to 24 3%
35 or more 8% 25%
Respondent % 11% 11% 46% 20% 6% 6%

Half of the respondents noted that IA incorporates a component of fraud risk
management in all audits.
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Exhibits 12 and 13 depict the hours allocated per assurance
(audit) and advisory (consulting) project relative to the

organization’s annual revenue.

Exhibit 12 - Hours per assurance project by revenue

Annual revenue (billions)
Hours per assurance project $0.499 or less | $0.5-$0.999 | $1-%$4.99 $5-$9.99 | $10-%19.99 | $20 or more
Fewer than 99 14% 14% 3% 15%
100 to 199 29% 29% 7% 15%
200 to 249 14% 14% 27% 8%
250 to 299 29% 10% 8% 50% 25%
300 to 349 29% 20% 23% 25% 25%
350 to 399 14% 13% 8%
400 or more 14% 20% 23% 25% 50%
Respondent % 11% 11% 46% 20% 6% 6%
Exhibit 13 - Hours per advisory project by revenue

Annual revenue (billions)

Hours per advisory project $0.499 or less | $0.5-$0.999 | $1-%$4.99 $5 - $9.99 $10-$19.99 | $20 or more
Fewer than 99 29% 43% 20% 23% 25%
100 to 199 14% 43% 30% 23% 25%

200 to 249 29% 7% 38% 50% 50%
250 to 299 29% 17% 8%

300 to 349 10%

350 to 399 14% 10%

400 or more 7% 8% 25% 25%
Respondent % 11% 11% 46% 20% 6% 6%
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Exhibit 14 - Findings follow-up frequency

Unsure

Review all findings from a report when they are
remediated

0%
I 1%

Do not have a formal internal audit follow-up process h‘

- . . 48%
indiidualy, a fincing de date occurs [

11%
vonny '
36%
g e
29%
Annually L o

I 2%
7%

0%

m2023 m2024

%

3%

10% 20% 30% 40% 50% 60%

Findings follow-up frequency

Exhibit 14 illustrates respondents’ approach to audit
follow-ups over the last two years. The data shows a
year-over-year decrease in the percentage of respondents
who addressed findings individually as they occur (44%)
or on a quarterly basis (29%). There is an increase in the
percentage of respondents who reviewed all report findings
upon their remediation (7% vs. 2%), monthly (12% vs.
11%), and annually (4% vs. 2%). Surprisingly, respondents
without a formal IA follow-up process increased, up two
percentage points from last year (3% vs. 1%).

Establishing a standardized and regular follow-up
process (such as monthly or quarterly) for audit findings
is advantageous for stakeholders and process owners,
as it assists with process owner buy-in to the process,
enhances rapport and trust with the IA function, and
simplifies managerial tasks. Such a process can help
ensure that risks are mitigated efficiently and completely.

Fraud risk management

The lIA notes that IA activity is responsible for assessing
the organization’s risk management processes and their
effectiveness, including the evaluation of fraud risks and
how they are managed by the organization (Standard

9.4 Internal Audit Plan and Standard 13.2 Engagement
Risk Assessment). IA’s role is to provide independent and
objective assurance by helping to detect, prevent and

monitor fraud risks through audit plans and risk assessments
that address the organization’s internal control environment.

When asked what role IA plays in their organization’s fraud
risk management process, half of the respondents (52%)
noted that IA incorporates a component of fraud risk
management in all audits. Other respondents indicated that
IA performs only specific fraud audits (38%), assists other
departments' efforts (30%), or monitors the organization’s
efforts (16%). Additionally, 12% of respondents indicated that
IA leads the organization’s fraud risk management efforts,
down nine percentage points from last year’s 21%.

Risk assessments

Conducting regular risk assessments helps organiza-
tions identify existing and emerging risks, subsequently
improving their risk management strategies and related
decision making.

Most respondents (61%) perform risk assessments annually,
while the rest perform risk assessments continuously (22%),
two or three times per year (11%), quarterly (3%), or less
than once per year (3%). Half of those who reported that
they perform risk assessments continuously (53%) said that
they perform mini-risk assessment interviews throughout
the year; most of the other half (40%) indicated they perform
periodic data monitoring and follow-up based on data
results throughout the year.

Although the majority of respondents indicated that SOX is neither required nor
adopted within their institutions, some have taken steps toward its adoption.
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No respondents mentioned a lack of subject-matter expertise as a reason for not

having an ERM process.

ERM process

A well-functioning ERM program equips healthcare
organizations with the tools needed to anticipate potential
threats, minimize adverse impacts, ensure regulatory
compliance, protect financial health, enhance operational
efficiency, secure data integrity, maintain their reputation,
and support strategic decision-making processes.

The IIA defines enterprise-wide risk management as a
structured, consistent and continuous process across the
whole organization for identifying, assessing, deciding on
responses to and reporting on opportunities and threats
that affect the achievement of the enterprise’s objectives.

In addition, the most recent Enterprise Risk Management—
Integrated Framework from COSO highlights the importance
of considering risk in both the strategy-setting process and
in driving performance.

When asked about IA’s role in their ERM program, most
respondents (57%) noted that IA helps to facilitate the ERM
program, but it is owned by another function. Another 23%
reported that IA owns the ERM program; 16% do not have
an ERM program; and 4% indicated that IA is not involved
in the ERM program.

Among those who do not have an ERM program, most
cited either a lack of board/executive support (37%) or

a lack of an established ERM program or structure (36%)
as the primary reason for not having an ERM program. The

Exhibit 15 - Next-generation enabling technology

remaining respondents pointed to a lack of budget/funding
(9%) or other reasons (18%) for not having an ERM process.
Interestingly, no respondents mentioned a lack of subject-
matter expertise as a reason for not having an ERM process.

Most respondents (61%) indicated that either the chief risk
officer (CRO) or the chief audit executive (CAE) is responsible
for leading the ERM process. The remaining respondents
said that this responsibility lies with the CCO (21%), general
counsel (10%), CEO (9%), CFO (7%) or others (12%).

Implementation of Sarbanes-Oxley

Complying with Sarbanes-Oxley (SOX) is not mandatory
for many healthcare organizations, but adopting a SOX
framework can provide several advantages by fostering
transparency and accountability and enhancing internal
controls and financial reporting mechanisms. Although the
majority of respondents (76%) indicated that SOX is neither
required nor adopted within their institutions, some have
taken steps toward its adoption: 8% review SOX implications
and adopt what they can, 5% fully implement all of its
provisions, 1% adopt specific sections at the behest of
third parties, and 10% have other reasons for considering
a SOX framework.

Next-generation enabling technology

Exhibit 15 illustrates respondents’ ratings of their organi-
zation’s current level of proficiency with the next-generation
enabling-technology categories (advanced analytics,
automation, artificial intelligence [Al], and process mining)

50%

Advanced Analytics

43% 419

40%
0,
80% 23%
20%
9%
10%
v

Hightest Level of Maturity Mid Level of Maturity Lowest Level of Maturity Do Not Use

m2024 m2023

38%

25%
10% 11%
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Exhibit 15 — Next-generation enabling technology (continued)

Automation
60%
50%

40% 34%
29% 29%
30% 25%
005 19%
0 13%
0% |

Hightest Level of Maturity Mid Level of Maturity Lowest Level of Maturity Do Not Use

48%

m2024 m2023

Process Mining

45%
40%
35%
30%
25%

20%
15% 13%

40%

36%

29% 30%

21%

28%
10%
5% 3%

0o I II

Hightest Level of Maturity Mid Level of Maturity Lowest Level of Maturity Do Not Use

m2024 m2023

Artificial Intelligence
60% 55%

50%

38% 39%

40%

30%

20%
20%

32%
12%
0,
10% 17
1%
0% |

Highest Level of Maturity ~ Mid Level of Maturity Lowest Level of Maturity Do Not Use

w2024 m2023
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compared to last year. Respondents reported having
the lowest level of maturity for automation, process mining
and Al.

Related to automation, process mining and Al, a larger
percentage of respondents placed themselves in the “lowest
level of maturity” category. While this isn't necessarily
surprising as a current state, many healthcare organizations
are beginning to look more intently at adopting these
enabling technologies in a more widespread capacity while
recognizing the vast range of risks that they may introduce.
We anticipate this level of maturity will continue to increase
over the coming years.

Conclusion

The landscape of the healthcare industry continues to rapidly
evolve, resulting in a myriad of challenges for the industry’s
participants. It is critical that IA functions remain alert and
flexible in order to respond to these challenges effectively.

Cybersecurity threats grow increasingly complex, emerging
technologies introduce never-before-seen risks, and the
pressures of consumerism create the need for new models
within our industry. As a result, it is important to ensure that
your IA function is adequately equipped in terms of staff,
financial resources and skills necessary to support your
organization’s strategies.
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Leverage the data-driven insights from our survey to
compare your function to your peers, help identify areas
for improvement and elevate your performance to deliver
greater value to your organization. NP

The Association of Healthcare Internal Auditors (AHIA.org) is an interna-
tional organization dedicated to the advancement of the healthcare internal
auditing profession, which includes disciplines such as operational,
compliance, clinical/medical, financial and information technology. AHIA
provides leadership and advocacy to advance the healthcare internal audit
profession by facilitating relevant education, certification, resources and
networking opportunities.

Protiviti (www.protiviti.com) is a global consulting firm that delivers deep
expertise, objective insights, a tailored approach and unparalleled
collaboration to help leaders confidently face the future. Protiviti and

its independent and locally owned member firms provide clients with
consulting and managed solutions in finance, technology, operations, data,
digital, legal, governance, risk and internal audit through a network of more
than 90 offices in over 25 countries.

Named to the Fortune 100 Best Companies to Work For® list for the
10th consecutive year, Protiviti has served more than 80 percent of
Fortune 100 and nearly 80 percent of Fortune 500 companies. The firm
also works with government agencies and smaller, growing companies,
including those looking to go public. Protiviti is a wholly owned subsidiary
of Robert Half (NYSE: RHI).

Kendalyn Rising, MHA, is a Senior Consultant with Protiviti. She can be
reached at kendalyn.rising@protiviti.com and 409-781-5316.

Matt Jackson, CHIAP, PMP, serves as Protiviti’s Healthcare Internal Audlit
Solutions Leader. He can be reached at mattew.jackson@protiviti.com
and 214-284-3588.
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